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Semantics-Preserving Mutation-Based Fuzzing on JavaScript Interpreters*
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ABSTRACT

Fuzzing is a method of testing software by randomly generating test cases. Since its introduction, a variety of fuzzing
techniques have been studied. Among them, mutation-based fuzzing is an efficient method that finds real-world bugs even
though it uses a simple approach such as probabilistic bit-flipping and character substitution. However, the interpreter fuzzing
has difficulty in applying general mutation techniques because the interpreter requires grammar and semantic correctness
input values. In this paper, we present a novel mutation-based fuzzing on JavaScript interpreters with a dynamic data flow
analysis. To this end, we implement JMFuzzer that can generate various types of mutated test cases that operate normally
without runtime errors in JavaScript interpreter considering syntax and semantics. As a result, we found numerous unknown
vulnerabilities in the latest JavaScript interpreters. We reported all of them to the vendors.
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1 function opt(arr, proto) { 1 function opt(arr) {

2 arr[0] = 1.1; 2 arr[0] = 1.1;

3 let tmp = {__proto__: protol}; 3 this[0] = {};

4 arr[0] = 2.3023e-320; 4 arr[0] = 2.3023e-320;
5 } 5 }

6 6

7 function main() { 7 function main() {

s let arr = [1.1, 2.2, 3.3]; 8 let arr = [1.1];

0 for (let i = 0; i < 10000; i++) { o for (let i = 0; 1 < 10000; i++) {
10 opt(arr, {}); 10 opt.call({}, arr);
11 } 11 }

12 opt(arr, arr); 12 opt.call(arr, arr);

13 print(arr); 13 print(arr);

14 } 14 }

15 15

w6 main(); 16 mainQ);

Fig. 1. CVE-2018-0834, CVE-2018-0837
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Spider(R, D) 0,0 0,0 0,0 0,0 V8 7.7.299.13 Likely Exploitable | Report
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Fig. 8. Bug case study
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